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Key principles of Data Download

Downloaded data shall become
part of HCP’s health records

Definition of Download

* Downloading of HCRs’ data means

receiving or transferring HCRs’ data from * HCP should handle the data in

accordance with its own data

eHRSS, through control system interfaces, _ _
to HCPs’ local eMR systems retention policy and PD(P)O (Cap 486)

Use of downloaded data from eHRSS HCP who is eligible for Data Download

* According to Part 3 of eHRSS Ordinance, e Registered HCP in eHRSS
data in eHR may be used only for e With valid and justifiable needs
» Healthcare * Passed the system connection and
» Disease control and surveillance security testing

» As permitted under any other law
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Before applying for Data Download in eHRSS

eHealth Registration

* eHealth HCP
registration

* Sharing consent given
by HCRs

B2

eHealth
FEBTHERM HKSARGOVT

Proposal for data download

» Detailed descriptions of the
proposed services
+ expected number of
HCRs involved
+ benefits of its service to
HCRs concerned
¢ impacts if such requests
were being rejected
o Etc...
* Notification to HCRs of the
downloading
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Privacy related policies

* Data retention policy

* Formal data breach
handling and
notification policy

System Security
and other preparation procedures

e System checking and
analysis according to
security
requirements

* Ensure regular
monitoring and audit
on system behavior

e Perform periodic
security assessment
as requested



Drug Data Downloac

* Draft up the Data Download

PROPOSAL
[Healthcare provider] _ * Prepare all privacy related Review and supplement in
policies and put in place the proposal by HCP
related system security O
O - controls
. _ = * Notify HCRs of the
* Security testing or downloading of drug
SRAA by HCP data
HPC shall revise and
u supplement the proposal
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Questions?
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Thank You
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